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3 - 4	Running a Datathon and Red Team
What is a #datathon?


A Datathon is a data related sprint where you are challenged to work on a real-world business case. This method could be used for large and small projects, especially as the templates and exercises have a special focus on designing with data protection and responsible data use. One workshop used this team methodology to assess a project’s use of data leveraging different technological
areas such as machine learning, AI, and data science. For this specific exercise example, the IFRC conducted a datathon in order to support and improve the data analysis processes and outcomes in support to a data project The participants will have to come up with solutions and opportunities for data collection and analysis processes within the programme based on the provided datasets.
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What is a Red Team?
Red Teaming is a full-scope, multi-layered simulation designed to measure how well an organisation’s people and networks, applications and physical security controls can be exposed to potential vulnerabilities.

A thorough red team test will expose vulnerabilities and risks regarding:

▶	Technology — Networks, applications, routers, switches, appliances, etc.
▶	People — Staff, independent contractors, departments, business partners, etc.
▶	Physical — Offices, warehouses, substations, data centres, buildings, etc.

For this specific exercise, the IFRC will conduct a red team test to understand the potential vulnerabilities and risks regarding: The project data workflow and processes for the IFRC’s accountability to donors and to communities we serve.


Objectives and expected results
The IFRC through this red team exercise and datathon aims in achieving the following objectives:

▶	Understand and document the potential risk and vulnerabilities of the data workflow and processes, including smooth auditing and data protection, to ensure the most appropriate accountability to IFRC’s donor requirements as well as to IFRC IT internal compliance.
▶	Elaborate data models and scenarios in regards to the improving scenarios for potential change, improvement and modification of the targeting criteria of the project and to understand the impact on the various caseloads. Note: This workshop might require/trigger some thinking about potential/additional need for investment on IT/IM, might also require thinking of HR to meet specific requirements too.
▶	Refining the setting up of automated data flows for the programme and the data connections and scripts for the solution for IFRC;
▶	Elaborate, refine and operationalise the existing scripts for data analysis for the Programme, including data forecasts.

The expected result of this 4 days red team exercise and datathon is to operationalise and improve all of the outcomes into the data analysis workflow.


Methodology and purpose
The IFRC network has an opportunity to learn and support the host National Society. The Datathon and Red Team exercise is both a project review and a team-building exercise.
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The National Society leading this project will be the owner of all outcomes and should be fully engaged in the design, delivery and outputs of this workshop. Ownership is key and the network can support the National Society on this journey. The programme will select individuals from the host global Red Cross and Red Crescent IFRC Network, including from within the IFRC Surge Information Management Support (SIMS) network and
from IFRC Geneva, that will be invited to join the face-to-face 4 days exercise. The host National Society will guide and include key staff from across their organisation.

This is a unique opportunity for the National Societies in Red Cross and Red Crescent IFRC Network to be exposed to the fast growing expanding network of data and information management experts of the IFRC (SIMS) in order to reinforce the position of the programme and the host National Society as global leaders in the sector.

Through the 4 days event, the teams will obtain details as innovative leaders and will work together through an agile and innovative approach in order to achieve solid results starting with improved analytics that are evidenced based.

This will be an opportunity not only to be at the centre of an innovative approach, but to mutually benefit from a cutting edge approach to learning, networking and team building in order to raise even more the already well established profile of the National Society.

The programmatic and operations teams, including Senior Management, will join the first day along with National Society staff to introduce the programme and explain the problem statement.

The second and third days will be for the red team and datathon exercises. This includes various stages of the data-driven lifecycle and data protection/responsible data reviews. The team should be cross-functional - IT, IM, Risk, Audit, Finance, Training/Learning and Management. The diversity of skills can support the ‘data as a team sport’ approach to a success workshop and project.

Finally, the fourth day will be a day of reconvening and presentations of outcomes. Participants will be the invited participants and the teams from the programmatic and operations team, including senior management.


Important notes
▶	The participants of this event will be able to access data and information from the National Society in line with the Data Sharing Agreement only. This is primarily a desktop review exercise.
▶	The participants of this event will not access at any time personal information biometric data;
▶	The participants will help IFRC structuring the data analytics, using IFRC infrastructure and systems only.

This is in line with what IFRC is establishing and maintaining in terms of systems.
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No request to access or potential violation of personal information files will ever occur during this event by the participants;

National Society systems and hardware will not be included as part of this event unless with the formal agreement and consent. The participants will be looking at the process flows. The exercises will be tailored to the problem statement needs and potential risks.
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