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3 - 3	Data and Technology
(Checklist)










Processing data in a responsible way is a core activity throughout the RCRC Movement. This basic worksheet on technology and data processing in software projects will help you develop an efficient and legitimate data workflow. It is for people supporting data-driven projects but also provides insights to those that want to better understand what it takes. This list should be completed as a team and result in a shared understanding of any outstanding questions or next steps for a project.


RESPONSIBLE DATA IS:
The duty to ensure people’s rights to consent, privacy, security and ownership around the information processes of collection, analysis, storage, presentation and reuse of data, while respecting the values of transparency and openness.

Responsible Data Forum, working definition, September 2014







[image: ]Data Playbook
Module 3: Strengthening Data Teams and Projects
12 - 21





Instructions

Fill out as best you can in the amount of time you have. Please continue to answer all the questions until you feel you can assure ‘privacy by design.’ Note that items with an asterisk (*) have further details in the ‘Things to Consider’ section at the end. You will need to engage many different stakeholders to answer these questions and you may want to identify a team with different roles to work on the checklist. Please add more questions that might be relevant for your team and context.

The checklist

Project Management


	Item
	Question
	Notes

	1.
	What is the total cost of the project? This should include software devel- opment, training, and other costs connected to the project's lifecycle.
	

	2.
	Will a risk assessment (IT security and/or data protection and/or repu- tational) be conducted as part of the Project Management review?
	

	3.
	Which stakeholders need to be consulted for signoff?
	

	4.
	Who are the main stakeholders for this project? Who will use the technology, who will be affected by the technology?
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	Item
	Question
	Notes

	5.
	Within the organisation, what is the process to follow? Who do we need to go to first?
	





General Technical Management


	Item
	Question/ Comment
	Notes

	6.*
	Must certain software be licenced? What type of licence?
	

	6.a
	If the software is pro- prietary, will IFRC and/ or NS have the right to request customization and/or regular mainte- nance?
	

	6.b
	Will there be a service contract for this? What does it cover: updates, security, new features, etc?
	

	7.
	Who is supervising the use of the software?
	

	8.
	Who owns the source code for the software?
	

	9.
	Who maintains the software?
	

	10
	How will the hardware be maintained?
	

	11
	Are there data and software backups? Is the system redundant?
	








	Item
	Question/ Comment
	Notes

	12*
	Will cloud hosting be used?
	

	12. a
	Does the service meet the requirements identi- fied in the risk assess- ment?
	

	12. b
	What is the legal juris- diction for the server? May data be transferred to other jurisdictions and do we have a chance to object to such transfers? Must consider if there are data protection laws require the data to stay in one jurisdiction.
	

	12. c
	How does backup copy- ing/mirroring work?
	

	12. d
	When is data held by the service provider deleted?
	

	12. e
	Is access management in accordance with stat- utory requirements and the service provider’s own internal control systems?
	

	12.f
	How does the service provider ensure that per- sonal data from one data controller is not mixed with those of another?
	

	12.g
	Can the service provider use the enterprise’s data for its own purposes?
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	Item
	Question/ Comment
	Notes

	12.h
	What protections are in place to ensure the
integrity of the data, and protect it from breach (including unauthorized deletion, alteration and access)? What is the plan if data is tempo- rarily or permanently unavailable (lost)?

And, how and when will breaches be reported?
	

	12.i
	Can you regulate the service provider’s use of subcontractors, and that the enterprise has an overview of and control over such subcontrac- tors.
	

	12.j
	Is the use of cloud com- puting services audited on a regular basis? In other words, you yourself or an independent third party must perform a security audit to ensure that the data processor agreement is being complied with.
	

	12.k
	If the agreement states that a third party is to perform the audits – will you be provided with the final audit report?
	

	12. l
	Can the data be trans- ferred to a new service provider if this is deemed desirable?
	

	12. m
	Is the solution adequate- ly documented, so that public authorities can perform an audit?
	

	13.
	Have provisions for security and encryption been made? At each stage? Communication, at rest, in transit, etc.
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	Item
	Question/ Comment
	Notes

	13.a
	Who holds the encryp- tion keys?
	




“Selecting enterprise software requires balancing a lot of considerations: software features, viability and support model of the vendor, total cost of ownership, capabilities in your company and your business strategy and growth expectations. Success takes investment. You will pay for your software whether you use open-source or commercial applications.”

Source: Dave Hillis, 'The new world order for open source and commercial software', Techcrunch+




Data Management

	Item
	Questions
	Notes

	14.
	Who are the controllers of the data? (the party responsible for deter- mining the why and how of data processing).
	

	14.a
	What "processing of data" is envisioned?
	

	14.b
	Who will be the “proces- sor of the data”?
	

	14.c
	What contract, terms of service, or other
agreement relates to the processing of the data? Has it been reviewed by your legal department?
	

	15
	How have you deter- mined your security measures/mitigation?
	

	15.a
	How will "The right to privacy- and family
life"be respected while processing data?
	








[image: ]




	Item
	Questions
	Notes

	15.b
	What are the legal jurisdictions for the data management: storage, use and sharing of the data?
	

	16
	If there are data back- ups, who is accountable to keep these up to date?
	

	16.a
	Are the backups in the same or different legal jurisdiction?
	

	16.b
	How many copies of the data will be kept and where? (cloud server? remote server? local server?)
	

	17
	Will the data workflow/ system keep an audit trail and if yes to what level of detail? (who accessed it, when, where and what did the user do)
	

	18
	What is the data work- flow process?
	

	19*
	Is it secure and does it include data minimiza- tion whenever feasible? Data minimization is the practice of collecting and keeping only the data you need.
	

	19.a
	What are the respon- sible data risks and mitigation steps during each step of the data workflow?
	

	20
	What are the guidelines for protection of the data?
	

	20.a
	What are the training and accountability needs?
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Data Sharing

	Item
	Questions
	Notes

	21
	Who is the data con- troller, and are there restrictions on the use or sharing of data (for instance intellectual property issues: copy- right, etc)?
	

	21.a
	Who has access to the data?
	

	21.b
	Is it possible to open the data?
	

	22
	Who can share the data?
	

	22.a
	Is there an agreement with the party that data is to be shared with?
Reviewed by your legal department?
	

	22.b
	Is there a record of data sharing in the system and/or for the organi- sation?
	

	23
	What capabilities for import, export and exchange of data are required? And in which format?
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Things to consider

On item 6:
It is helpful to review open source licensing. Keep in mind that if a university is in charge of the system, they often have a department and a regular student pipeline of people who can upgrade and maintain the system. Note that they would need to abide by the strict guidelines and not have access to the data. Use a processing agreement with strict regulation on confidentiality and privacy. And/or there would need to be a sign off process.

On item 12:
As per the ICRC Data Protection Handbook (2nd Edition), cloud services can include risks such as the following in the context of Humanitarian Action:

▶	The use of services from unprotected locations;
▶	Interception of sensitive information;
▶	Weak authentication;
▶	Data can be stolen from the cloud service provider, such as by hackers; and
▶	Possible access by government and law enforcement authorities If you use cloud service remember there are three different models:
1 Public cloud, where the vendor makes cloud computing services available to all customers.
2 Private cloud, where cloud computing services are made available only to those businesses to which they apply. This arrangement enables a greater level of customisation than is possible in the public cloud model.
3 Hybrid cloud, which can be a combination of the models described above.

If use of cloud remember:

▶	To sign a data processing agreement
▶	Emphasis the principle of Confidentiality
▶	Ask for routine reporting of those who have access to the cloud
▶	Identify all the enterprise’s systems containing personal data. Then grade the sensitivity of the data (depending on your internal policies, it might look like this: public, restricted, internal, confidential, highly confidential, with categories for personal and sensitive personal data).
▶	Evaluate risks (what could go wrong).
▶	Assess the consequences if anything were to go wrong,
e.g. that personal data falls into the wrong hands.
▶	Create a list of security measures that have been implemented to deal with any incidents.
▶	Assess the security measures in the agreement with the cloud computing service provider.
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Item 20
Other common denominators that will impact your workflow:

▶  The principle of confidentiality
▶  Consent
▶ Data controller: a person who (either alone or jointly with other persons) determines the purposes for which and the manner in which (means) any personal data are, or are to be, processed
▶	Personal data and sensitive personal data (recall that what data is sensitive is context dependent)
▶	Processing (any operation on data: collection, storage, deletion, transfer, etc).
▶	Red Cross/Red Crescent National Societies are an auxiliary to the public authorities

Resources

See the IFRC Data Protection Policy

Credit

Teams that contributed to this checklist are: IFRC Information Management, Health, Legal (IFRC and Norwegian Red Cross), Security, PMER, IT. Updated by Heather Leson and James de France (2021)

























Data Playbook
Module 3: Strengthening Data Teams and Projects
21 - 21

image2.png




image3.png




image1.png
solferino
academy




image4.png
solferino
academy




