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4 - 9	Mobile Data Collection and Data Protection







Summary

Data Protection is important for our work. This handout includes overall questions on how these will affect data and information
workflows. This is a draft of key recommendations and some basic research. Please edit.
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Recommendations	
1 Review and update Standard Operating Procedures: By writing out the Standard Operating Procedures for ODK, Kobo etc, we will be closer to meeting the new guidelines. A policy is not enough anyway. We also need a proper workflow analysis (gaps, risks etc) to back-up the SIMs needs.

· Every data set should have a ‘version control and handoff procedure’ (light weight). This will offset ‘reuse of dataset’ inquiry.

2 Training and Data Protection Guidance: It might be helpful to have a shared training or guidance document for all data and information
workflows on data protection, even if we all work in different countries. This will show preparedness. Eg. the UK office gets only aggregated data via excel (email) spreadsheet from x deployment.

· Also include guidance on de-identifation of personal data, using pseudonymisation (masking) or anonymisation (aggregation, conversion, etc) of dataset. Other examples: Still images of an individual or community, video footage of an individual or community, DNA samples of an individual or community, and social security numbers.

M 4	|	S ▷ 9	Mobile Data Collection and Data Protection







Risks

Priority rating/Mitigation

Background link(s)

notes


Identify clear data governance: who is responsible for collecting, storing, processing and releasing personal data in the organisation?

Tech setup -security, hosting, storage

Lack of mapped technical workflow(s) to meet RESPONSIBLE DATA USE
guidelines

Data collection processes - consent, data
minimization/mvp data set

Collected data contains personally identifiable information (PII)

Collected data contains Demographically Identifiable Information (DII)

Missing business/ legal analysis on risks and preparation for
RESPONSIBLE DATA USE

Data controller does not manage this process

Analysis on proprietary tool includes full data set

Processing guidelines Processing by NS Processing by IFRC
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Risks
Priority rating/Mitigation	Background link(s)
notes
Archiving
Disaggregation/Re- aggregation
Inability to reach most vulnerable/do data and information workflows by adhering to Responsible Data Use/Data Protection regulations
Transferring/Sharing - external
Transferring/Sharing- internal (Non-EU)
Transferring/Sharing - internal (EU)
Processing by outside actor and out outside tool (academics/businesses)




Research Background

ODK Docs
For the most up-to-date information please see the Security and Privacy section of the ODK Docs.

Risks
1 Outside of usage analytics (typically opt-out) and crash reports (typically required), ODK software does not transmit or communicate any information (e.g., survey data) back to ODK's maintainers. When we do gather data, we default to anonymous or aggregate methods.
2 The software we have written does not have any mechanisms that might allow us to access or control your devices or systems. There is always the possibility that hackers can discover and exploit deficiencies or bugs in our software or in 3rd-party libraries to access or control your devices or systems.
3 “Central” is the ODK server now. See the ODK Security Guidelines. As well, keep informed on all relevant digital and data security, privacy and data protection guidelines of your organisation (IFRC and/or National Society.
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4 With all 3rd party hosting services, you should expect your data to be viewable by the support staff of the hosting service. Different services go to differing lengths to restrict access to, encrypt, and/ or secure the data and communications within their data centres.
5 We gather aggregate user behavior through Google Analytics and gather crash logs through Google Firebase Crashlytics. We use secure HTTPS communication to transfer this data to ODK's maintainers. Users may disable analytics in the settings of the application. Crash logging cannot be disabled.


Handbook on Data Protection (ICRC, chapter 11)
Key risks
▶	need for clear guidance on processing by humanitarian organisations of information extracted from the messaging app
▶	lack of awareness about the types of data they process
▶	metadata could be accessed and analysed by third parties and used by them in ways detrimental to the vulnerable populations.


Towards a Secure Framework for mhealth - case study in mobile data collections
Gejibo, Samson Hussien - 'Towards a Secure Framework for mHealth. A Case Study in Mobile Data Collection Systems', Doctoral Thesis, Bergen Research Open Archive, 05/11/2015

“For this work, we collaborated with the open-source MDCS, openXdata and Open Data Kit (ODK).”

KoBo

(i) P. 31 case studies considering security and privacy in data collection, transfers and archives. Very clear explanations of risks and security workflow gaps in international development
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▶	KoboToolbox data security measures: Keeping your data safe
▶	IFRC KoBo data protection information


Overview
There are three points of vulnerability for KoBo data: (a) on the handset, (b) in transmission, and (c) on the server. These are mitigated as follows:

On the handset, the data is available in clear text until it is transmitted, so we recommend that the handset itself is encrypted (a standard Android feature) so that unless an authorised user unlocks it, the data cannot be obtained. Once transmitted, the data is typically deleted from the handset.

In transmission, KoBo uses TLS by default.

On the server, the data is as secure as the server itself and is heavily dependant on the server administration and safety protocols and processes. Some agencies, including IFRC, have chosen to set up their own server partly to guarantee the security of their data to a higher level than that provided by the freely accessible servers.

As an advanced feature, KoBo also supports end-to-end encryption of data payloads so that the data packages are encrypted with a public key when the form submission is finalised on a handset and can only be decrypted by a matching private key held on an individual’s local computer. This data is fully encrypted on the handset, in transmission and on the server and needs to be downloaded from the server to a local environment
before its local decryption (this renders inaccessible any of the server-provided reporting and analysis options).

In practice, we’ve found that these points have always been sufficient to alleviate any data protection concerns on a technical level. Also, the actual data protection vulnerabilities are rarely technical but far more often due to poor form design. So we also recommend that anyone deploying any form (whether using KoBo or any other tool) carefully consider whether there is any real need to collect personally identifiable information in the first place. Unless they are explicitly doing beneficiary tracking (in which case the most critical point of vulnerability is the server database where the full information about beneficiaries is brought together, which is not KoBo), there is rarely a need to do so.


Access to data
As a starting point, only the person who has created a project in KoBo has access to its data.

The only people who can access your data are the server administrators. However, they do not ever view your data (see contractual clauses below)
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You can grant permissions to your project’s data to additional KoBo users should you wish to do so.


Security reviews
The ICRC conducted a security review of IFRC’s KoBo server in May 2021 and found it secure for their purposes.

As a standard practice for externally hosted servers, the IFRC does not conduct penetration testing. However, given the wide use of the IFRC KoBo server and the nature of the data hosted on it, we would be happy to accept offers for penetration testing.


Data protection contractual clauses between IFRC and KoBo Inc.
▶	Data shall only be stored, processed, sub-processed, backed-up, cached or otherwise hosted on servers in locations approved by the organisation.
▶	Under no circumstances shall US servers be used.
▶	The service provider shall at all times advise the organisation where data is held and processed, and consult with the organisation should a change in location be contemplated.
▶	The service provider shall involve sub-processors only with the consent of the organisation to both the entity concerned and the purpose of the sub-processing and comply with the contractual requirements even where data is processed by sub-processors.
▶	If the service provider receives a request for information of the organisation, it shall notify the organisation of such a request; in case of a non-disclosure order, the contract should require that the service provider asserts its contractual obligation to notify the organisation of a request for its information.
▶	Any information of the organisation processed by the service provider or any sub-processors remains the organisation’s property and assets. Such information, including information about where data is stored or by whom it is processed, is confidential and the service provider must not disclose such information to any third party without prior written consent from the organisation. If the service provider receives a request for information from
a State where organisation enjoys P&I, it shall explicitly assert organisation’s privileges and immunities and state that data stored with the service provider constitutes property and assets that belong to the organisation
and are subject to absolute immunity from search and seizure. Should the organisation not itself be in a position to do so, the service provider shall approach the relevant Ministry of Foreign Affairs, informing that Ministry of a request for information and asserting the organisation’s P&I.
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▶	In case of a request for information, and if privileges and immunities are not accepted by authorities, the CSP shall raise legal defences as instructed
by the organisation. If the organisation cannot be notified of a request, the service provider shall raise all reasonable legal challenges available under the law applicable, including that of the State requesting information, to both the prohibition on notice and the legal demand to disclose the data.
▶	The contract is governed by Swiss law. The Parties shall not, under any circumstances refer to US law.


Privacy Implementation Assessment template
Towards a privacy impact assessment template for mobile health data collection systems Privacy IA template is typically structured in four parts:
1 Description of the application (i.e., Mobile Data Collection Systems - MDCS), in terms of its objective, requirements, users, stakeholders, application arc
2 hitecture, and data flows.
3 Identification of privacy threats with respect to a list of privacy targets embedded in the legal framework EU GDPR.
4 Proposal of technical and organisational controls for mitigating the identified privacy threats, i.e., counter measures
5 Documentation of the PIA regarding the MDCS being analysed


Threat identification and selection of countermeasures
By looking into the MDCS context, a list of privacy threats can be postulated and associated to the aforementioned privacy targets. This threat identification analysis can be carried out by a group of experts, using brainstorm sessions and iterative reviews.

Two preliminary examples of such threats are
Threat 1
User profiling (data minimization threat) The use of MDCS makes it fairly easy to link subject’s data (i.e., patients or families), activities, kinship, demographics, and etc. User profiling is inherent in the health surveillance process. The further exploitation of data
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relationships, creation of more complete profiles, might result in the use of personal data beyond the original purpose.

Threat 2
Vague purposes (purpose biding threat): Vaguely defined purposes allow MDCS to be used for purposes not previously defined during the design stage. For example, do not follow the premises of meaningful use of medical data, and uses it for secondary purposes


Why is data protection important to us?
▶	Humanitarian organisations collect and share more data than ever before
▶	Dignity and privacy of beneficiaries – privacy of home and family is recognized under international instruments
▶	Higher risk of harm to beneficiaries depending on their political, ethnic, religious affiliation or health status – the “do no harm” principle
▶	Comply or face risks of large fines up to 4% or 20M EUR
▶	Reputational and operational risks


Data protection vs security vs responsibility..?
“Data responsibility in humanitarian action is the safe, ethical and effective management of personal and non-personal data for operational response.
It is a critical issue for the humanitarian system to address and the stakes are high.” IASC


	
Legal Compliance
	Privacy Policy
	Terms and Conditions
	Registry of processing
	
Lawyers and consultants

	
	DPIA
	Internal policies
	Notify DPA
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Data Protection
	Consent Tracking
	Audit Trail
	Right to forget
	

You

	
	Identity
	Breach Notification
	Risk assessment
	

	
	Data sharing policies
	Data portability
	Right to object
	

	

Data Security
	Authentication
	Access Control
	Secure transfert
	

IT and you

	
	Key Storage
	Key Rotation
	Search operation
	

	
	Encryption at rest
	Redundancy
	API security
	





All you need to know…
▶	…Is that personal data collected is accurate and relevant, and that the personal data is not misused, lost, corrupted, or improperly accessed and shared.
▶	Informed and freely given consent
▶	Gather only minimum amount of personal data
▶	Keep the data only as long as is needed
▶	Ensure access to personal data is controlled
▶	Use personal data only for its allowed purposes
▶	If in doubt, consult an expert!


Refresher on GDPR
All EU NS are subject to GDPR, even when working outside the EU.
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Some key aspects of GDPR
Right to be informed (Ensure your users have been told what personal data you are collecting and how you will use it)

Right of access (If requested, provide a full copy of all their data within a reasonable time)

Right to rectification (If a user requests rectification, you must update/correct the data you hold about them without undue delay)

Right to erasure (to be forgotten) (When a user asks, you must delete all the data you hold on them without undue delay if there is no overarching reason to continue processing it. This is problematic if you are storing backups.)


Sharing personal data outside your NS?
Anytime there is a contract, formal or otherwise where personal information will be shared, your NS should ask that the recipient of the personal data guarantee a minimum set of protections (GDPR Art. 28(3)):

▶	Only use the data according to your NS instructions
▶	Keep the data secure
▶	Assist your NS with any data protection requests you might receive
▶	Notify your NS of any breach immediately
▶	No subcontracting or data sharing without approval
▶	Delete and/or return data at the end of the contract


Use Cases
(Answers provided by James De France)


Case: Consent forms

”We have refugees from different countries speaking different languages. Do we need to translate the consent forms to every language we encounter?”


[image: ]M 4	|	S ▷ 9	Mobile Data Collection and Data ProtectionD
A
T
A
P
L
A
Y
B
O
O
K







“Yes, this would be ideal. If the person cannot understand why consent is being requested, then the consent is invalid, because it was not fully informed, nor freely given.”

Case: Device encryption

”Should smartphones and laptops be encrypted in the field? Which resources are available to do these?”

“To the extent that it is possible, yes. Minimally, devices containing personal data should be password/ fingerprint/passcode protected. Where possible, with the option to remotely wipe them if they are lost.”

Case: Cloud services

”Can personal data be saved into a cloud service to which many people have access?”

“Yes. However, never make the link publicly accessible.
Also, carefully review the terms of service for the cloud provider (run by legal). Only individuals who receive the link should be able to access the data, which should then also be password protected.”

“However, I would not use Google Docs to do this as Google has access to all data in its terms of service.”
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Case: Sharing personal data

”Sharing personal data of affected population with government? Other operational actors?”

“Should only happen after reviewing possible consequences and should be subject to a written agreement that restricts the use of the provided personal data. However, this
also depends on any particular legal requirements in the country and whether the NS is the data controller.”

Case: Data minimization

”IFRC stance on data minimization? For example, when giving a kitchen set to a family, what data do you actually need?”

“This may depend on national law, donor or audit requirements. Only collect enough data to make sure that each family gets one kitchen set (if that is the objective).”

Resources

▶	ICRC handbook on data protection in humanitarian action (300+ pages)
▶	IFRC data protection policy (9 pages)
▶	IFRC data protection policy guidance note (2 pages)
▶	IFRC data protection flyer (2 pages)
▶	IFRC eLearning course Targeted – An introduction to cyber security
▶	IASC operational guidance on data responsibility in humanitarian action (37 pages)
▶	IFRC Data Playbook: Responsible Data (various resources)
▶	Data protection impact assessment (DPIA) tool

Credit

Eero Sario, Dan Joseph, and James de France
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