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7 - 7 Humanitarian Values & Data Protection








Responsible data use and data protection can often be difficult topics to raise with participants who are not familiar with data and what some
of the potential risks of digital technologies are. This exercise requires just a basic understanding of humanitarian values and what personal data is. The objective of the exercise is to connect humanitarian principles to data work and introduce key concepts of responsible data use and data protection from a values perspective instead of a legalistic one. Participants can build confidence in their ability to understand the terms and concepts within data protection.
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▶	People: 2 to 12 people
▶	Time: 30 – 60 Minutes
▶	Difficulty: Easy
▶	Virtual Materials: virtual meeting platform, shared document/writing space
▶	In Person Materials: flipcharts/noteboards, sticky notes, markers


Exercise

Part 1: Explore
In small groups (ideally pairs), discuss:

1 What do you think it means to ‘protect information’ as a humanitarian?
2 What does it mean to use data ‘responsibly’?

Take notes on any insights or questions on a shared document.

Part 2: Review
Discuss responses as a whole group asking each group to share 1 highlight from their conversation.

Part 3: Discuss
Share the Matching Principles (Handout). In small groups, discuss the following questions:

▶	How does our independence impact how we collect, use and share data?
▶	Should we be open and transparent about what information we collect from communities and how it is used?
▶	Should we collect as much data about the communities we serve as we can or do we need to collect as little as possible? How do we find a balance?
▶	Take notes on any insights or questions on a shared document.

Part 4: Reflect
In plenary, ask for reflections and questions. Share further details about the organisation Data Protection policy.

Extra Credit

This exercise could also include a scenario for part 2. A scenario-based learning component can link the concepts to real-world situations that participants face where they need to think about what it would mean to use data responsibly and protect it.
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Examples:
▶	A local NGO partner shares data with a National Society but refuses to disclose how the data was collected, raising doubts about its quality. What challenges does this scenario raise? How would you handle the situation?
▶	You have collected data from a village about their medical needs.
You got their consent when collecting the data to only use it to help your own logistical activities. You now want to share that data with local health authorities. Can you share this data? What information should you disclose to the community about your plans?
▶	You’re collecting data in a very fragile conflict zone. Local communities are reluctant to provide you with information because they are worried about the repercussions if it fell into the wrong hands. What steps can you take to ensure that their concerns are taken into account?

Facilitators: you may want to initially divide groups into pairs to first discuss the scenario between themselves before then encouraging a group discussion on the key themes.
This exercise is likely to take about 30-45 minutes per scenario to run depending on the number of participants involved.

Considerations:
As you review the exercises and the Extra Credit activities, consider that: 1) all data processing should comply with data protection principles (i.e: having one or more legal bases, accurate and minimized data, transparent communication about the processing, data only used for compatible purposes, ensuring data security, and respecting data subject rights), and 2) our actions, while assisting a government, must remain aligned with the fundamental principles, in particular here independence and neutrality. Our objective must be to serve a humanitarian purpose, not only for the aid of, or direction by, a governmental entity.
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