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This exercise explores the principles that guide responsible data use and data protection
with a scenario-based approach. Two key concepts explored in the scenario are: ‘data minimisation’ and ‘privacy by design’.
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What is the ‘need’ throughout the data lifecycle? What data needs to be collectioned, what information needs to be provided to data subjects (and their communities), who needs
to have access to the data, what needs to be done to secure it, does it need to be shared, and how long does it need to be kept before being deleted.

▶	People: 4 to 20 people
▶	Time: 60 Minutes
▶	Difficulty: intermediate
▶	Virtual Materials: virtual meeting platform, shared document/writing space
▶	In Person Materials: flipcharts/noteboards, sticky notes, markers


EXERCISE

Part 1: Explore
In plenary, Introduce the data lifecycle and summarize the objective of the scenario: discuss ‘what is the data we really need?’

Part 2: Review
Scenarios are most effective in small discussion groups. In groups, participants should introduce themselves, assign a note-taker. Review the scenario:

Regular/ Ongoing Data collection
Your NS runs a local health clinic. In order to better predict the needs of the community, plan for resources needed and to gauge satisfaction with the services, you regularly collect data from individuals that visit the clinic. You explained the reasons for the data collection to families in the community. You also informed them that if they did not
want to provide some of the information, they could still access the healthcare services. Thus, consent was the legal basis relied upon for data collection, at least with respect to patients that did not have medical emergencies.

▶	What data would you need to collect in the above scenario (understanding that we are not medical or procurement experts)?
▶	Once you’ve assessed the needs, what should you do with the data that was collected?

Just before you start collecting data, you get a call from colleagues who inform you that there is a planned cash intervention in the works targeting the same community. They want you to ask a few more questions so that they do not have to come back to the families in the future.

▶	What additional information would be needed for the cash intervention?
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▶	What additional information, if any, should you provide to the individuals about the data you want to collect regarding the cash programme?

A local NGO learns about your work and wants access to your data to inform its own interventions.

▶	Do you need to share the data?
▶	What information needs to be shared if you decide to?
▶	What additional information (or choices) should you provide to individuals before sharing?

A new IT staff member notifies you that the database of personal data is available for access by anyone in the NS, and further is hosted in an unprotected cloud server.

▶	Who needs access to the data?
▶	What should be done to ensure it is securely stored?

In a positive turn of events, the local government has completed a new hospital and has secured funding to provide long-term healthcare to the community. Your NS can close the clinic and focus on other initiatives.

▶	What data needs to be kept?
▶	How long and in what form should it be kept?
▶	Can we use that data for other purposes?

Part 3: Discuss
In plenary, ask for reflections and questions. Share further details about the organisation Data Protection policy. See the IFRC Data Protection policy.

Extra Credit

This is a short exercise to discuss the high level concepts. If the team has more time, have participants share examples directly from their work related to the two concepts ‘data minimisation’ and ‘privacy by design.’

Credit
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