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Responsible Data Practices and Data Protection








Ensuring Data protection and responsible data use are top priorities at IFRC and throughout the Movement. With this Module, we hope to provide information and exercises that explore the issues you might face and help you to be better prepared to understand and solve those issues in practice.
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As with any content of a general nature, the guidance (and examples) contained in the module are only intended as a starting point. You should do your own due diligence, involving legal counsel where appropriate, to determine what any specific legal obligations (or other relevant considerations) are in your operating context.


Questions this module explores:
▶	What does responsible data use and data protection mean to humanitarians and why are the concepts important?
▶	What are the differences between non-personal, personal and sensitive data and why is it important to know the differences?
▶	What does it take to protect and use data responsibly in practice?


Learning Objectives
▶	Understand why responsible data use and data protection are important to the implementation of the IFRC’s work and how they link to humanitarian principles;
▶	Develop the confidence and knowledge to identify and distinguish between different kinds of data (e.g. non-personal, personal, sensitive and sensitive group data) and what that means for how it should be used responsibly; and
▶	Explore legal, ethical, practical and cultural factors impact upon data protection in practice in complex emergency settings.


Module Topics
▶	Using data responsibly includes protecting it but also requires thinking about broader humanitarian responsibilities like Do No Harm and Impartiality.
▶	Distinguishing between different kinds of data can make it easier to understand what data needs to be protected. Humanitarians have a duty to protect and responsibly use information that might be used to identify an individual or vulnerable group.
▶	It is important to work with local communities to identify possible risks to them and then take steps to responsibly use that data.
▶	Responsible data use and data protection should be considered at each step of a project’s workflow and need to be thought through before any new data collection activities commence.
▶	How data should be protected and used responsibly in any given context depends largely on the IFRC/NS’s mandate to operate there. As humanitarians, communities’ consent isn’t always needed to use data about them, but that data must always be used responsibly.
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▶	Documenting decisions (and how those decisions were reached) about how data has been protected and used is a key part of using data responsibly. Data Protection Impact Assessments, Data Sharing Agreements and Consent Forms can be helpful when doing this.


Recipes

A suggested step by step process to achieve learning objectives
1 How can we incorporate best practices of data protection and responsible data use into our work? With your teams, explore: People Before Data (handout) (7 - 16), What data do we really need?
(7 - 9), What can we do vs. What should we do? (7 - 10), and
2 Humanitarians collaborate across organisations. Data sharing is important for humanitarian response. Yet, sharing data must be done carefully and guided by the practices of Data Protection and Responsible Data use. Start by having a short discussion. Would you Share it? (7 - 12) Teams can then plan with their existing projects by reviewing this handout and associated checklist: Data Sharing Agreements (part 1) (7 - 1) (part 1 and part 2).
3 How does data protection align with our values and principles? The Humanitarian Values & Data Protection (7 - 7) (exercise) combined with the Humanitarian Values & Data Protection (7 - 8) (handout) can guide teams through these conversations.
4 The Polio Campaign Monitoring In Syria (7 - 17), PMER Data Simulation (7 - 15) ‘simulates’ data workflows for various topics. Teams should use these scenarios in conjunction with the Strengthening Data Teams and Projects (3) (Module 3).


Ingredients
Pick and choose ingredients to create your own recipe. Do you have an ingredient we’re missing? Send an email to data.literacy@ifrc.org.
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Exercises

Short, discrete social learning experiences
▶	What is the Data We Really Need?
▶	What should we do vs What Can we do?
▶	Data Responsibility (scenario)
▶	PMER Data Protection (Scenario)
▶	Polio Monitoring (Scenario)


Session Plans

Longer social learning experiences
▶	Debate Club: Data Protection and Digital Risks
▶	In Your Shoes
▶	Matching Humanitarian Values and Data Protection Principles
▶	Data Protection Nightmares
▶	Wheel of Misfortune


Slide Decks

Presentations to be used and/or adapted:
Provides context for data use and its importance within IFRC

▶	Understanding and Identifying different types of data
▶	Understanding the ‘legal basis’


Checklists/Handouts/Materials

For documentation of essential elements of the learning experience
▶	Data Sharing Agreements (Part 1)
▶	Data Sharing Agreements (Part 2)
▶	Matching Principles (Handout)
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▶	Data Hygiene (checklist)
▶	People before Data (handout)


Next Steps

Relevant modules in the Data Playbook
▶	(Module 3: Strengthening Data teams and Project) and (Module 4: Getting the Data we need)

Resources

▶	IFRC Data Protection guidance
▶	Handbook on Data Protection in Humanitarian Action, 2nd Edition (ICRC)
▶	IASC Operational Guidance on Data Responsibility in Humanitarian Action 
▶	OCHA Data Responsibility Guidelines
▶	IFRC Digital Transformation Strategy
▶	Digital Dilemmas (interactive website)

Credit

James De France, Tom Orrell, Heather Leson, IFRC V1 Sprint and Data Playbook Beta contributors
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