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7 - 3	Debate
Club - Data Protection and Digital Risks



Organisations and individuals have many questions and concerns about data protection, responsible data, and digital risk. In this interactive session, we will host an “informal debate club.” The purpose is to openly discuss (with humour and role playing) some of these questions and concerns. The output is a list of questions/policies and practices that need more explanation/shared understanding.
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Each of the participants will work in small groups to write up some informal 'statements' that could be debated on high level topics. An example statement is 'AI’s benefits outweigh any risk of bias.' Each group/individual will make statements about ‘agreeing’ or ‘disagreeing’ with the statements. It is encouraged to debate different viewpoints
to prompt discussions and highlight nuances of the topics. Participants should be encouraged to discuss the topic in a spirited role playing manner. This session is for all audiences to explore concerns around responsible data use, Data Protection and Digital risks. Invite subject-matter experts to be available for the introduction and for the ‘after discussion’ during this session. Some examples might include a cybersecurity officer, lawyer, communications officer, or policy colleague.

▶	People: 5 to 30 people
▶	Time: 60 Minutes
▶	Difficulty: Easy
▶	Virtual Materials: virtual meeting platform, shared document/writing space
▶	In Person Materials: flipcharts/noteboards, sticky notes, markers


Exercise
Session guidelines: Advise participants that there will be no recording or directly identifying quotes from the conversations. The goal is to create an open conversation space.

Part 1: Setting the scene
▶	Welcome people to the session
▶	Introduce guest subject-matter experts.
▶	Begin the session with a brief introduction to the topics (some definitions and workplace policies/practices) and provide some examples to get people thinking about the context of the work.
▶	Depending on group size and team – ask people to share 1 thing about what worries them about data and digital risks
▶	Explain the exercise (Parts 2 – 4)
▶	Demonstrate how the ‘debate’ portion would work. Discuss with two people to represent the flow of a ‘debate.’

Some Examples:

· AI’s benefits outweigh any risk of bias
· The government protects all vulnerable citizens so we should share citizens’ personal data with the government
· We must share HIV data of beneficiaries with local government health organisations
· When a delegation/donor pays for a program, they should be entitled to all of the client data (including personal data).
· We should pay ransom in case of a ransomware cyber attack
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· As long as we get consent, we will not have any data protection issues.

Each ‘presenter’ will state whether they agree or disagree with the statement. Encourage colourful responses.

▶	Optional: For a virtual event, you could also have a series of prepared statements to get people thinking and collaborating on statements explaining why they may agree and disagree with the statement. Ask participants to put initials on the line and then ask them to explain.

Part 2: Breakout groups
In breakout groups of 2 - 4 people, introduce yourselves. Create up to 5 ‘statements’ related to the session theme - ”What are some examples around responsible data, data protection and digital risks? “ Statements should inspire debate: controversial and creative. Take notes in the collaborative document or on sticky notes. Also, capture any
questions to be addressed in the future. We will use these in the plenary ‘DEBATE”. Pick your top 2 statements to bring to the ‘debate club.’

Part 3: Debate in Plenary
Each team will take turns sharing their ‘statement.’ One of the team mates should present the ‘agree’ or ‘disagree’ statement viewpoint. Open the discussion to have people share their viewpoints. Capture notes, insights and questions.

Depending on the time of the session and size of the group, do 3 - 4 rounds of statements.

Part 4: Coordinate questions and insights
Ask participants - What were some of the outstanding questions they identified? Any insights? Capture these in your collaborative document or on a flip chart.

Extra Credit
Use this exercise to foster team discussion before sharing your organisation’s Data Protection/Responsible Data Policies and Practices.

Resources

▶	IFRC Data Protection Guidance
▶	InterAgency Standing Committee Guidance on Data Responsibility 
▶	Facilitation guidance (Aspiration, Spectrogram exercise)

Credit

Aspiration, IFRC Data and Digital Week participants
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