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Using ‘consent’ as a basis for data collection and use in a humanitarian setting requires a series of judgement calls. In an ideal world, IFRC staff and volunteers would be able to get each and every individual’s personal data that they need on the basis of fully informed and freely given consent. In reality, the urgency and complexity of emergency settings make it extremely difficult to do so. While the IFRC and National Societies are often authorised to use personal or sensitive data without necessarily
having obtained individuals’ consent, when they do so, they still need to think about the ways in which that data should be used responsibly and in line with data protection best practices.
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This scenario-based role-playing exercise is designed to surface some of the complexities that the collection and use of data on the basis of consent gives rise to. It also touches upon the duties to be open and transparent about data that the IFRC collects and uses, as well as the responsibilities that the IFRC has to be an ethical and responsible data steward. The exercise is targeted at an intermediate and advanced audience that already has an understanding of the bases upon which data can be collected and used, and the ways in which humanitarian values and data protection principles overlap.

▶	People: 5 to 20 people
▶	Time: 60 – 90 Minutes
▶	Difficulty: Intermediate
▶	Virtual Materials: virtual meeting platform, shared document/writing space
▶	In Person Materials: flipcharts/noteboards, sticky notes, markers


Exercise: Role Playing
A National Society is preparing to meet a large group of people who had to evacuate their lands and homes due to severe flooding. The international community and host country have recognised the crisis and have issued mandates - both internationally and within the host country - to support the communities that have been affected. Staff are being mobilised to establish meeting posts at which they will undertake a rapid assessment of families that are arriving and register them for support (support envisioned: food, shelter, basic cash assistance via a voucher, psychosocial and medical.). The people arriving are deeply traumatised, having lost their homes and livelihoods as well as family members and friends. They are often destitute, exhausted and in a state of shock.

Roles:
▶	National Society response coordinator – responsible for planning and establishing the meeting points, including the processes for data collection
▶	Data collector – on the ground staff member or volunteer who will be collecting data
▶	Deeply traumatised adult who is seeking assistance
▶	Deeply traumatised minor traveling alone seeking assistance
▶	Any others that are needed?

Part 1: planning - group discussion
▶	What processes should the response coordinator put in place to collect data – how should this be done?
▶	What data needs to be collected?
▶	How should the data collector approach data collection in practice?
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Part 2: data collection - simulation
▶	Simulate an initial interaction between the data collector and affected communities. What kinds of questions would be asked? What would the responses likely look like?
▶	If the data collector tried to gain ‘fully informed and freely given consent’ from the communities, what would this entail? What would a conversation likely look like?
▶	What other basis might be more appropriate in this instance to collect data?
▶	What additional considerations are there when interviewing the unaccompanied minor?

Part 3: data use - group discussion
▶	Once the data has been collected, given the vulnerability of the communities, what responsibilities does the National Society have to use it responsibly and keep it secure?
▶	What information should be provided to the affected communities about how their data will be used? When would be the best time to provide them with this information given their state of shock and trauma?
▶	Looking back over the scenario now, would consent be an appropriate basis to collect data in this instance? If so, why? If not, why not?

Extra Credit

Present your organisation’s Data Protection Policy and discuss next steps and examples of applying the lessons in your work. See the IFRC Data Protection guidance
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