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In our work, there are many questions about “data sharing” and “data sharing agreements.” This handout can be used pre-deployment/ pre-project planning session as part of responsible data use and data protection
training. It can also be used in the field as a rapid reference tool and checklist to help staff think through the requirements of data sharing.
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Data sharing is the practice of granting other individuals or organisations access to data that you are responsible for. Data sharing could be anything from sending a spreadsheet to a colleague at another humanitarian organisation via email, to providing limited access to Red Cross Red Crescent data to governments. This handout is an explanation for Data Sharing Agreements. See Part 2 for a draft document to fill out as you coordinate.


What are Data Sharing Agreements?
Within the Red Cross Red Crescent’s work, ‘data sharing agreements’ (DSAs) refer to a range of documents that cover the transfer of data within and between the Movement and governmental and non-governmental partners. DSAs need to address a number of considerations; and where they relate to the sharing of personal or sensitive data, need to clearly define how that data will be protected and individuals’ rights respected.

At a minimum, DSAs need to establish clarity and a degree of certainty about what data will be shared, how data will be shared, why it is being shared, what it will be used for, who will be sharing and receiving the data, and when and where the sharing will take place, and how to ensure the data is protected and not misused after sharing. Ideally, DSAs should also include agreed terms relating to how intellectual property rights will be upheld, how and where any disputes relating to the agreement will be resolved, and any other relevant considerations.

Within the Red Cross Red Crescent, DSAs should be used any time data is being transferred into, out of, or between the different organisations that comprise the Movement.


What does a Data Sharing Agreement include?


	Contents
	Explanation

	What data is expected to be shared?
	· Be as specific as possible about what datasets are going to be shared. Ideally, list them out.
· It is extremely important that you separate out ‘personal and sensitive’ datasets from ‘non-personal’ and ensure that you abide by any applicable local data protection and privacy laws, and IFRC guidance on personal data sharing.

	Who is sending data and who is receiving it?
	· List all the names and contact details for the organisations/people who will be sharing data – both those sending the data and those receiving it.
· If some or all of the data that is being shared belongs to another organisation, make sure that you have permission to share it or also include them in the agreement if they have control over the data.








	Contents
	Explanation

	When will the data sharing start and when will it end?
	· Specify the start and end dates for the data sharing. Specify what will happen to the data at the end of the agreement – will it be returned to the data provider, deleted, archived, etc.
· If you are not sure when the data sharing will end, add a clause into your agreement agreeing to review the timeline at an appropriate juncture (e.g. you could agree to review in a month, or three months, or a year, depending on the nature of your needs at the time).

	If personal data is involved, what measures are needed to ensure that it continues to be protected during and after transfer (access is provided)?
	· Review the proposed data sharing plan with all of the data protection principles in mind: i.e. legal basis, minimization, purpose limitation, data security, transparency, proportionality and data subject rights.

	Why is the data being shared?
	· Make sure to clearly list out the reasons why data is being shared.
· If personal or sensitive data is being shared, ensure that you document all the legitimate legal bases upon which that data is being shared.

	How is the data being shared?
	· The DSA should specify how data will be transferred; for instance, by email, by granting remote access to a server, via the cloud, etc.
· Where possible, the agreement should specify the standards and formats that apply to the data being shared.

	Where is the data being shared from and where is it going to?
	· It is important to clarify where data is being transferred from and to because this could affect the laws that cover the data sharing. For example, under the European Union General Data Protection Regulation (GDPR), there are special rules that must be followed when making international data transfers. Each organisation and/ or region/country may have their own legal obligations around data protection.
· The agreement should set out which country’s laws ( jurisdiction) apply to the agreement and ensure that the DSA complies with those requirements. This might require legal guidance.
· This will require a review of any applicable national or regional data protection and privacy laws.
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	Contents
	Explanation

	Other Considerations
	· Who will own the intellectual property rights over any outputs produced from the shared data?
· Who will cover the costs associated with the transfer, processing or analysis of the data?
· How will any Red Cross Red Crescent logos and emblems relating to the data be used?
· What will happen to the agreement in the event of some unforeseen circumstance cutting it short (force majeure)?
· How will you and the other parties to the agreement agree to compensate each other and protect yourselves financially in the event of a financial loss (indemnification)?

If you are operating in a high-stress emergency setting and you need to share data quickly with a trusted partner such as a colleague at another humanitarian agency in exceptional circumstances, remember to consider the following things:

· You can share non-personal data unless there is a good reason not to – DO NOT share any data externally that might put individuals or communities at risk, jeopardise the delivery
of humanitarian programmes or operations, or bring the Movement into disrepute.
· If you need to share personal data:

· Think about what precise data you need to share to meet your urgent need and what the best way of sharing it might be;
· Agree how the data will be used, who else it should or should not be re-shared with and what steps will be taken to protect it;
· Set a time limit for how the data that is being shared will be used and agree on what you’ll do with the data once it’s been used. Agree a time and way in which you will formalise your data sharing;
· Consider whether conducting a Data Protection Impact Assessment (DPIA) is appropriate; and
· Ensure that you document your data sharing decisions and enter into a data sharing agreement as soon as possible. All sharing of personal or sensitive data must be documented and recorded.
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