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7 - 8 Humanitarian Values & Data Protection








Humanitarian action is rooted in human empathy and solidarity. It’s purpose is to protect life and provide relief to the most vulnerable. Within
the humanitarian community, the highest held value is the idea that humanitarians should ‘do no harm’ in their actions. Increasingly,
this also applies to how humanitarian organisations use digital tools and data.
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What does it mean, though, to ‘do no harm’ when collecting, analysing, using or sharing communities’ and individuals’ data? A good place to start is to think, and discuss, more deeply about how humanitarian values and principles, and data protection principles overlap and reinforce each other. In this way, it is possible to start to find answers to questions like what it means to ‘protect’ use data ‘responsibly.’ This handout will link Red Cross Red Crescent Movement Fundamental Principles with an overview of some key data protection principles.


Movement Fundamental Principles:
▶	Humanity – the need to act to prevent and alleviate human suffering
▶	Impartiality – non-discrimination of anyone
▶	Neutrality – taking no sides in conflict
▶	Independence – being autonomous and resisting any interference
▶	Voluntary Service – a desire to help others, not prompted by a desire for self-gain
▶	Unity – there can only be one RCRC society in any one country
▶	Universality – IFRC is worldwide and carries a collective responsibility to all


Data Protection Principles:
▶	Don’t collect personal data you don’t need – only collect data that could identify an individual (“personal data”) if you really need it
▶	Keep your datasets up-to-date and in good shape, just like any other asset – personal data collected should be accurate, complete and kept up-to-date
▶	Be clear, and document, why you are collecting data – the reasons personal data have been collected need to be clearly stated and only personal data needed for those reasons should be collected
▶	Only use personal data for specific reasons/activities that you have already planned – personal data collected for a particular purpose, should only be used for that purpose
▶	Make sure your datasets are safe and in your control – personal data should be protected from unauthorised access, destruction, use, modification or disclosure/publication
▶	Be open about the data you have and what you’re doing with it – information about what personal data is collected and how it is used should be available to the data subjects
▶	Respect individuals’ right to decide how data about them is presented and used – people have the right to ask what information about them has been collected, what it’s being used for and have the right to have it changed, and sometimes removed (if the data was collected with their consent)
▶	The IFRC is accountable to the communities it serves, this includes how it uses their data – those collecting and using personal data need to be accountable to the people whose data they are using and compliant with any applicable international or local laws
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