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7 - 12 Would you Share it?












Responsible data sharing can be tricky to operationalise. While sharing information is vitally important to emergency and humanitarian work, there is often hesitancy and uncertainty about what should or shouldn’t be shared, keeping in mind data protection needs. This exercise is designed to help participants better understand the basics of data protection and data sharing and how they intersect. The session was inspired by work being undertaken by a National Society to train Emergency Response Unit (ERU) staff pre-deployment.
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The first part of the exercise hopes to equip participants with a more grounded understanding of responsible data use, data protection and data sharing by building on individuals' own perceptions of what information about themselves they would or wouldn’t be comfortable sharing. The second phase raises scenario-based group discussions which replicate real-world humanitarian examples in which data sharing questions
arise. These scenarios can either be sourced from the participants themselves as part of the exercise, or introduced by the facilitator if there is a specific issue that needs to be addressed.

▶	People: 4 to 12 people
▶	Time: 60 Minutes
▶	Difficulty: Intermediate
▶	Virtual Materials: virtual meeting platform, shared document/writing space
▶	In Person Materials: flipcharts/noteboards, sticky notes, markers


Exercise

Part 1: Would You Share It? 30mins
Divide participants into small groups of no more than four and ask them to discuss and respond to each of the statements (below). Each individual should respond to the statements and answers should be based on individual preferences. This part should take about 10 minutes to complete. The content could be placed in a table or diagram (depending whether the event is virtual or in person.) Participants are encouraged to share examples from their personal life and work examples. Take notes on any insights or questions on a shared document. For the purposes of this exercise, please focus on personal data (i.e. data that alone or with other data can be used to identify a natural person).


	Statement:
	Answers:

	It is useful to share this kind of data:
	

	I want to share this kind of data:
	

	I don’t want to (or won’t) share this kind of data:
	

	I don’t want to (or won’t) share this kind of data:
	

	I have no choice but to share this data:
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Once the full group reconvenes, ask participants to review each other’s answers and ask them to comment on similarities/differences. You may want to ask participants how their answers could change if they lived in a conflict or disaster setting. This part of the exercise will likely take about 20 minutes.

Part 2: Scenario-Based Learning (45-60 mins)
For this part of the session, there are prepared scenarios (below). Or, you can create your own organisation specific scenario. It is recommended to do this well in advance with a teammate.

Example Scenario 1: Branch Data
As part of a previous relief effort, your NS branch collected data on beneficiaries that sought medical care for an infectious disease. The collected data is stored in an Excel file containing the following fields: ID number (which is not an official ID, but a number assigned by your NS branch), medical condition, age, region and village, number of children in household, education and phone number (if the individual had one). You have been asked by the local government health department to provide the data on the
individuals. What type of data would you share or not share? Why? What are the benefits (or risks) of sharing this data?

Example Scenario 2: Cash and Voucher Assistance data
In the aftermath of an earthquake a National Society tries to identify the people that have lost their homes as they may qualify for cash or voucher assistance. An association in the most affected village offers to share a list of persons currently without shelter due to the earthquake. What information would you ask the association in the village to share with you? What kinds of issues do you think might arise - e.g. how the association itself collected the data, how trustworthy it will be, etc? What steps could you take to mitigate these challenges?

The session should start with the group defining a typical list of data types that might be shared during the scenario. Also, they should make a list of what kinds of data should not be shared. This provides a way to ensure that people have a shared journey as they walk through the scenarios. (Note: Not all questions may be applicable or you may be lacking some information.) Take notes on any insights or questions on a shared document.


	Question
	Response

	Who needs the data? What is their role? What is the purpose of sharing?
	

	Where does the data come from? Who has access to it? Is it possible to openly publish the data?
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	Question
	Response

	Who can share the data?
	

	Is there a record of data sharing in the system and/or for the organisation?
	

	Is there a data sharing agreement/MoU in place with the party that the data was shared with?
	

	If personal data is being shared, what additional things do you need to consider? Can you aggregate, pseudonymize or anonymize the data? Can/should you remove certain fields?
	

	Is there a terms of service and license for the data?
	

	What capabilities for import, export and exchange of data are required and in which format?
	





Extra credit

Optional: Creating a new scenario: Teams may create their own scenario for this exercise. It is recommended to do this well in advance of the session with teammates.

▶	Get people talking about real-world data sharing issues. The method uses scenarios as examples: either real-world or illustrative. The interactive component provides the means to visualise the steps and actions to ‘simulate' decision-making. Provide them with an example. Often, it might be best
to have someone from the team prepare this in advance of the session.
▶	OR/ Drive a conversation around the ‘implementation steps’ and ‘requirements’ to share data.
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