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7 - 10 What can we do vs. What should we do?








Part of understanding what responsible data use and data protection mean in a humanitarian setting is being able to recognise the difference between ethical dilemmas (responsible data good practices) and legal issues (data protection). This exercise is designed to break these concepts down into more relatable content by reframing data protection requirements vs. ethical dilemmas as ‘what CAN we do’ (data protection requirements) vs. ‘what SHOULD we do’ (responsible data practices).
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This exercise is primarily targeted at participants who have limited knowledge and understanding of responsible data and data protection and want to expand their knowledge. At the end of the exercise, participants should be able to identify the differences between data protection requirements and responsible data good practices, and what that means for how they should approach particular situations.

▶	People: 4 to 16 people
▶	Time: 60 Minutes
▶	Difficulty: Easy
▶	Virtual Materials: virtual meeting platform, shared document/writing space
▶	In Person Materials: flipcharts/noteboards, sticky notes, markers


Exercise

Part 1:
In small groups (ideally pairs), discuss: what do data protection and responsible data use mean to you? How does this apply to our work?

Take notes on any insights or questions on a shared document.

Part 2:
Review the scenarios and discuss: “What can we do? vs. What should we do? Each group should try to do 2 scenarios.

Scenario 1: A friend working at a partner organisation asks you for some data your colleagues recently collected about HIV cases in a particular locality. They plan to offer additional medical/psychosocial support to the community and need to know where to focus their activities.

Can you share the data? Would sharing comply with data protection requirements? If so, should you share the data? Why or why not? If you decide to share, what considerations should be made before providing the information? What if there was a particular danger of violence or stigma against HIV positive individuals in the community? What if your friend worked in the government? And, even if we remove the identifying data, are there still risks of sharing?

▶	Where would you turn to find out what you could do?
▶	What should we do? Even if the rules permit it, are there other reasons to not share?
▶	What shouldn’t we do? And why?

Scenario 2: You recently collected some data from a local community in an emergency that contains names, addresses and other identifiable information. Your tablet/laptop was running out of battery so you made a quick back-up on a flash drive without protecting
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the data in any way (no password or encryption). You get back to the office and you realise you’ve lost the flash drive. What do you do? What steps could you take before going to collect data to ensure that even if you lost your back-up drive, the data would still be safe?

▶	What can we do?
▶	What should we do?
▶	What shouldn’t we do?

Scenario 3: Your office is approached by a large tech company that offers to help you manage your office’s data for free during an emergency. Should you accept this offer?

(Options: Tech company #1 has a long and well-reputed history of contributing to humanitarian emergencies and doing charitable work; tech company #2 has large contracts with governments and other companies that could be seen as not respecting privacy or other human rights.)

▶	What can we do?
▶	What should we do?
▶	What shouldn’t we do?

Part 4:
Discuss results in plenary. Ask what other ethical dilemmas they should consider.

Extra credit

Review your organisation’s Data Protection Policy with participants. Invite your IT focal point or Security officer to share about digital and data risks after the scenario exercise. This might provide real context to your National Societies’ work.

Resource

Digital Dilemmas

IFRC Data Protection Policy

Credit

Tom Orrell, Heather Leson
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